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Article Updated : Using a internal windows CA certificate with Exchange 2010

Using 2 Self Sign Certificate can Manage Owia alone, But [ssuing a Internal Windows CA Certificate can

serve all type of Clients

e can use a internal windows CA certificate with Exchange 2010 to avoid Cert Errors

something which you need to know is, Using a Internal windows CA Certificate you need to install the
certificates on every machine you use and Mobile devices otherwise youwill end up in a certificate errorin
the IE

50 that's wihy people prefer going for a 3rd party certificate to overcome it.

In this article e Will Learn issuing a Internal viindowss CA Certificate, for this to be used Externally you
need to hawve a CHNAME record inyour public DNS pointing to your Public IP NAT to your CAS

First we will learn how to Expart a Certificate request file from Exchange 2010,

Step1:

[ —o—— E a2
e bk Vew hen

L 3 el * |[ad]

[2] Pacroscht Exchange ¥ server Configuration 1 cbject |

2 5§ Mousah Exchare Or:Premaes (eschonge 000 ree.

2. Organaaten Canfguraton ¥ Cresee fier
Mo E] e

Thre Bve o tems 1 dhow i 9 vew,

Type a Friendly Name :

P New Exchange Certificate
B Introduction Introduction
This wizard will help you to determine what type of certficates you need for your
[ Domain Scope applications to behave comectly.
Certificate Before you continue, we that you read these about Exchange
= Configuration Server services and certificate requirements
[J Completion Enter a friendly name for the certificate:
[Exchange Cens|

coaee |[Chees | cancs |

Wild Card is used if you are going to manage more URLs .For Example : *.Domain.com
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gJ New Exchange Certificate

B Introduction Domain Scope
Enter a parent domain name below # you would like to apply this cerficate to al its
I Domain Scope ‘sub-domains automatically using widcards. This is useful when you wart to add
sub-domains later but don wart 1o update an existing cenificate.
o Ceriificate
Configuration [~ Enable wildcard certficate
[ Completion Root domain for wildcard for example. contoso.com or * contoso.com):

|

<Ba\:k| Ned:l

Cancel

Step 2:

Assign the reguired Services for your Exchange ., Give a Tick Mark

New Exchange Certificate
Exch e
- Use this page to describe your Microsoft Exchange configuration and domain information.
P Domain Scope the wizard does not automatically provide this information, you can enter it yourseff_
e L Sharing ¢ B
Extain 3 Client Access server (Qutiook Web App) 2
1 Certificate Domains [7 Outlook Web App is onthe Intranct
urf:erﬁﬁtate_ Domain name you use to access Outlook Web App intemally:
Iexﬂ\angezmﬂ.mexdmnge'n
[J Completion
¥ Outlook Web App is on the Intemet
Domain name you use to access Outlook Web App (example: mai contoso com):
|mad careexchange.in
i Client Access server (Exchange ActiveSync) 2
[¥ Exchange Active Sync is enabled
Domain name you use to access Exchange ActiveSync
(example mail.contoso .com):
[mai careexchange.in
2 Client Access server (Web Services, Outlook Anywhere, and Autodiscover) FY
[V Exchange Web Services is enabled
¥ Outiock Amywhere is anabled
BExtemal host name for your onganization (example: nﬂonmuo.num) -
_ ot | oo [[(hens | _omes |

You will opt for it if you are planning for Coexistence in OW in Exchange 2003 and Exchange 2010

|careexchange in

ﬂ Legacy Exchange Server =

W Use legacy domains

Domain name to use for legacy servers:

[legacy careexchange in =

Step 3:

ou will see the collection for URL's

£

New Exchange Certificate

B Introduction Certificate Domains.
Review the list of domains that will be added to this certficate.
B Domain Scope -
hadd... | 7 Edt... € setascommonname X
1y Exchange
Configuration Domain Name
[ Certificate Domains ““"“’“',‘" cham
[ Organization and exchange 2010 carsexchange in
Location legacy caresxchangs in
Certificate mail careexchange in
= Configuration
J Completion
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e |

Cancel |

Step4:

Fill out the Form - And set the location for the Cert Request file

r

New Exchange Certificate

f

B Introduction Organization and Location
Use this page to enter the name of your organization, organizational unit. location, and
1 Domain Scope cetificate request fike path.
Exchar\ge Organization:
Cmﬁgumncn ICareBochange
I Certificate Domains T
o Organization and |Exchange Team
Location
Location
- Country/region:
United States =
i Completion l _I
Caty/locality:
[New York
State/province:!
[New York
Certificate Request File Patk:
Specify the name of the request file in the text box below. Use the Browse button to select
the folder where you wart the request file to be created. The name must end weh the
‘extension " req”
k.\Ummlmor.uREEEHANGM\Ewhm Cent req Browse..

<Back [ Nets> | cance |
% New Exchange Certificate
B Introduction =T
The wizard completed successfully. Click Finish to close this wizard
P Domain Scope Hlapsed time: 00:00:03
Exchange Summary: 2 item(s). 2 succeeded, Ofailed
- (et o o st Tz s U e |
%rvalel(ey&oo'table Strue -KeySize 2048 Sub'ectNanet =US 5="New
M Cerfificaie Domains " L="New Yorc"0="CareExchange” OUs"Exchange
Team" CN=careexchange in" -DomainName
Organization and ‘exchange2010 careexchange in’ mail careexchange in’, careexchange in', 'autod
o Location scover careexchange in’, Jegacy careexchange in” -Server EXCHANGE2010
n Certificate Bapsed Time: 00:00:03
Configuration _ _
| write file @ 2
I Completion
Exchange Management Shel command completed:
Wie binary stream into the
C:\Users\administrator CAREEXCHANGE \Deskdop'\Exchange Cert req’.
Bapsed Time: 00:00:00 =
Step 1: Based on the information you provided, you must use a Unified
Communications cerificate. Please get the certificate from a certification authority.

Step 2: Use the Complete Pending Request wizard to map the certificate to the

certificate request created on the senver.

Step 3- Assign the Exchange services to the certificats using the Assign Services to

Certificate wizard,

To copy the contents of this page. press CTRL-C.

Help <esce [ Fnen |

Step5:

Your reguest file would ook like this

Open itvia Motepad . because we need this content to generate a Certificate

Exchange Cert - Notepad

File Edit Format View Help

|-----BEGIN NEW CERTIFICATE REQUEST---——

MITENTCCA4UCAQAWT DEYMBYGALUEAWWPY2FyZWv4Y2Zhhbmd 1L uMRYWFAYDVQQL
DALFeGNOYWSNZ SBUZWF TMRUWEWYDVQOKDAXDYX) 1Rxh] aGF UZ 2UXETAPBGNVEACM
CES51dyBZb3IrMREWDWYDVQQIDAhOZ XCgwWwWIyazELMAKGALUEBhMCVVMWGGE TMADG
C5qGSIb3DQEBAQUAAL TBDWAWGQEKADIBAQDRAW3gHNj90pUT jwqinDDg YT eybxhm
YRE8ZN1IV/XRGEAEDIUCS6N7QSESZATQNZAGLXMIHMRIBV+PAFEACkSUVCpalZy7L
yh5P2819y1ETr xuda+D+ xWI TEPGEBAICFHDFBEGWDOHS1tob3QI0UMOPhWOASVU
DNtBs15aA2k+q/8E8CkwbaasuuwLa 15T tL jysba7 /| bml)cl'ISESBQZWgVUL/yEJr
RFXQEwk5311R1fjwy +yXZLUAZBKKr51dyhq9IiHsebscCrryz/Iyulwhmr3rHzs
LLEE OT]WbdAXPXSD?PngZykaSOVquCQBUtQQtGpBUILqh‘ﬁ/mdr‘thgMBAAGﬁ
ggHaMBOGC15GAQQBYG ] CNAGMXDBYKNT4 XL jC2MDEUM JBWBGKrBgEEAY I3FRQXYZE!
AQEFDEXFeGNOYWSNZ TIwMTAUYZFyZwvd y2hhbmd 1L mTuDBpDQVIFRVHDSEFOROVC
RVhDSEFOROUYMDEwW1 AW TW1 jcm9zb2Z0Lkv4y2hhbmd TLTNTcnZpY2vIb3NOLmV4
ZTByEgor BgEEAYI3DQICMWQWYgIEARSAAECAAQE JAHIADWE ZAGBAZ gEOACAAUGET
AEEATABTAEMAAABhAG4 ADGE 1 AGWATAEDAHI AeQBEWAHQADWENAHIAYQBWAGGAAQE j
ACAAUABYAGBAdQBPAGQAZOBYAWEAMIHVBgkghkiGOw0BCQ4 xgCcwgcQwDgYDVROP
AQH/BAQDAQWOMIGEBQNVHREETTB7 ghx1eGNOYWSNZ TIWMTAUY2FYZWv4 Y2Zhhbmd1
Lm]ughrRTYw1sLmNhemy] eGNoYwSnZ s5pboIPy2Fyzwvd y2hhbmd]Lmlughxhdxry
ZG1zY292ZXIuY2Fyzwvdy2hhbmd1Lmlughz szwdhy3kuy2ryzwvdy2hhbmd TLmlu
MAWGATUdEWE B/ wQCMAAWHQYDVROOBBYEFPKRSE65a2X1 eEMarRhf 1DAZYLAWEMAOG
C5qGSTh3DQEBBQUAA4TBAQASET j10WQ ] 1XhEYKIQKEXVIYEG]GQ2AVZ jFQucbng
KLPBSTNZLN2EWSVvF TajupaxzHSG901571tsOLeHgaxfudT8osy3UFydazBLUy29+
Mzzvva?Cer4DcNAyOzv9ffHYUPQFontOp+LPc?n+3Ru,fu2hUcm40c9Tch:lLkb
1max9s+Hc25a1 oXKvvgbrvwTevm]j IwRIFAOOHIZht 7 eZWDQOPCSXSUOBNUSNGLT
1KBBR1cjNCZ1pcjl]cé+mjpeKvsRPyjww3tAHVNYT Skapaeub94ukkygnvysaerw
jddwxdr /eyxo+mM0jTkvZOnYhlkxrPsiMAZLRNND5KSE,/

chrome-extension://mcbpblocg mg fnpjjppndjkmg jaog fceg /fsCaptured.html

www.careexchange.in_how-to-u

3/16



16/5/2017 FireShot Capture 7 - How to Use a Self Signed Certificatei_ - http_ www.careexchange.in_how-to-u

” 77777 ENU NEW LEKILFLLAIE KEQUED I ————— I

Step6:
You need to have this role installed to have a Certificate Authority, It can be DC or Exchange it self

1 hawve done this in the Exchange itself (Mo Harm)

Add Roles Wizard |
ﬁ Select Server Roles
Before You Begin Select one or more roles to rstall on the server,
Roles:
aCs 73] Active Directary Certificate Services
[AD CS)i ificati
Rale Sarvicas | Active Drectory Doman Servcss. B2l e ot i o
[] Actve Directory Federation Services that allow you to issue and manage
Bchp e [ Active Directory Lightweght Drectory Services cartficates used I 3 vangty of
CAType [ Active Directory Rights Mansgement Services wwplications.
Private [ Appication Server
- [ DHCP Server
Cryptagraphy [ DS Server
CA Mame || Fax server
a File Services (Installed|
Validity Period O Y
Certficate Database | Metwark Policy and Access Services
Confmation ] #rnt and Document Services
[ Remote Desktop Services
Progress eb Server (715) (Instales
Rests [ windows Deployment Services
[ windows Server Update Services

SRLEN | I I - |

StepT:

Choose : Certification authority, Certification Authority el Enrollment

x|
Onfors Y Cogm Select the role services to nstal for Active Directory Certificate Services:
‘Server Roles Role services: Description:
ADCs - Certificatic Web Encoliment
¥ Certifiaton Autharity provides s simole Web Intadscathat
“ allows users to perfarm tasks such 23
[] Oniine Responder request and renew certificates,
Sebp Type L Netwerk Device Envallment Serviee refrieve cerficate revocation 'sts
CAType [ cerbhicate Envaliment web Service (€RLs), and enroll for smart card
Private Key [] Certiicate Ervalment Policy ieb Service cartificates.
Cryptography
CA Name
Valdity Period
Certificate Database
(Confirmation
Progress
Resiits
More about role services.
<prevous [[_nets | cancl |
Steps:
Choose Enterprise
x|
Before You Begn Certification Authorities can use data in Active Directory to smpify the issuance and management of
certificates. Specify whether you want o set up an Enterprise o Standalane CA.
Server Roles
aDcs ¢ &
Role Services Select this opton if this CA 1 a member of a domain and can use Directory Service to issue and manage
certficates.
CAType s
Private Key Select this aption if this CA does rectory to ssue A
G standalone CA can be 8 member of  domain.
CAName
Valdity Perod
Certificate Database
Confirmation
Progress.
Results
e
Step9:

Choose Root CA

A combination of root and subardinate CAs can be. ate a i vcal public key
{PKD). Aroot CAs 2 CA sgr . A Crecenves
from another CA. 'you want to set up a root A,

Ruole Services & ReotCA

chrome-extension://mcbpblocgmg fnpjjppndjkmgjaogfceg/fsCaptured.html 4/16
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Step10:

Create a newr Private key

Step11:

Have this Default with 2048 key Character length

Step12:

Click Next

chrome-extension://mcbpblocgmg fnpjjppndjkmgjaogfceg/fsCaptured.html 5/16
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Mare shout confiquring 3 CA name

<rrevous |[hexts | e Cancel

Step13:

By Default Certificate is valid for 5 years, Dort make any changes on it, Click next

: |
Amﬂmnhmmhummﬂmmmmnuﬁmw
CA caruficate can induding the ntended
m«nuwmmmmmmummm
Roke Servioes m%%uummﬁum
i [ 5 [reas =
AT CAepiration Date:  2/22/2017 4:00 AM
Note that CA wil issue certficates valid anly untl its expraton date.
Privolx Key Ll
Cryptography
CAName
Certificate Database:
Confrmation
Prograss
Resuts
More sbout the certficate
i) ]| e |
Step14:
l - Wizard E x|
ﬁ Installation Results
el The followng roles, role serces, or features were instaled successfuly:
Server Roles
s 1. 1 warming message below
Role Services i anmakmw:mlm To ensure that your newly-nstaled role or feature is
— omatically updated, tum on Windows Update in Control Panel.
CATrox ~ Active Directory Certificate Services @ 1Installation succeeded
The follwing role services were nstaled:
Private Key fication Asthority
Cryptography Certification Authority Web Enrollment
CA Name
Vabdity Perod
Certficate Database
Confrmation
Progress
‘Pt e-mai, or save the rstolistion report
< Previous Next > | Close: I Cancel
Step15:
MNow if you Open 115 manager ., you will see “CertSre” a Virtual Directory Created ,
Use the right side column “Browse *.443thttps)
121
COE) [ 2+ powann b s b Detmitweosi + Cotey C e

M e e

| & /CertSrv Home

[CSTETEATY
tart Page —
-a,mmmmuwunm.m M Fifce G N |Gapbr
o Appicatan Pech ASPMET -
-
= 4 Defat W 3he o ) i
.30 mpeu et ] - L 4
© W amamcover NET MET HET Ervwe MET NET Prate.
] Gt Asows. Comabn  Pae
® B - .
23 L9 A
e 8om s Tmn e
- o ot s depicaten er,
T ——
@
S8 Kk 5 @R }
& v Mowekey Fagiwd  Grovdes SemnSaw SMEad
] Convats
) e
¢ Yo
o b e L]

Step 16:

wouwould see a page like this, Choose Request a Certificate

=1ol
s

i Faverites | <5 @ Suggested Sites = | Web Sice Gallery =
_EerI QWMWIEMMM\::&W xl | ¥ ~E) - U mm - Page~ Sofety- Tods - @~

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a

chrome-extension://mcbpblocgmg fnpjjppndjkmgjaogfceg/fsCaptured.html 6/16
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certificate, you can verify your identity to peaple you communicate with over the Web, sign and encrypt
messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or
certificate revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Senices, see Active Directory Certificate Services
Documentation.

Select a task:

View th I i | riificate r iy
Download a CA cerificate. cerificate chain, or CRL

Step17:

Click on Advanced Certificate Request

Request a Certificate

Select the certificate type:
User Cerlificate

Or, submit an advanced certificate request

Step 18:
Choose the Second one

Submit a certificate reguest by using a base-64-Encoded CMC

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request Click one of the following options to
Create and submit a request to this CA.

fica by using
request by using a base-84-encoded PKCS #7 file.

Step19:
MNow Copy the Mote pad -
Choose Template : WebServer

MOTE _ BELOW SCREEM SHOT _ CHOOSE TEMPLATE _ WEB SERVER

tiv v Certificate Services - Windows Intemet Explorer =1

[ b ocabomticartary fcar ot sop K N

g Pevortes | 3 ] Sugpested Stes + i8] Web Sice Gallery =

2] | 8 corviae v gaton .| ot e v x| | B e - paer ey Toos- @

Microsoft Active D

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-§4-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal
request generated by an external source (such as a Web server) in the Saved Request box.

Saved Request:

cerlricate request

PezmrutE O £ DAy 0 2S£ EHYOPSPecmeOp L7/ 2]
h s v JuRSFAOINIZE
3116+m) peKvSREYy NNt AMYRY
XA /e Yo+ MO ] TEVZ0n h 1 Har Pa 1 MAZ L RN DS
PKCS#0or  |-----END NEW CERTIFICATE REQUEST-----

PKCS #7)
“ »

Cenificate Template:

Additional Atributes:

Atributes =
“ r

step 20:

Choose “Base 64 encoded”

Certificate lssued

The certificate you requested was issued to you

© DER encoded or & Base 84 encoded
Downioad Cemiicale
) Dovnioad cenncate crain

Step21:

Save the Certificate

File Download - Security Warning 5[

Do you want to save this file?

Name: certnew.cer
"—ﬂz Type: Security Certificate
From: localhost

chrome-extension://mcbpblocgmg fnpjjppndjkmgjaogfceg/fsCaptured.html
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— = -

While files from the Intemet can be useful, this file type can
patentially harm your computer. If you do not trust the source, do not
save this software. What's the risk?

16/5/2017

Step 22:
Mow go to your EMC

Server Configuration - Complete Pending request

T oo Tverzon I

| —— e

vt veszaong
& & Aecoent Confiaratn
8 ook

Tserveee
et = b Ectaren Lo s e

T cormicats i vakd for Exchange Server o, DOAP, PO

o Meraseit Exchange: e
Choose the Certificate :
= B
;B}n Ci Pending
B Introduct Introduction
E T This wizard wil help you to Import 3 certicate issued from the certficaiion authorit to your

3 Completion Exchange server. Before the import occurs, the centificate will be mapped to the cestificate
request that already exists on the server.

Select a cedificate to map to this cerficate request:
|€:\Users\administrator CAREEXCHANG E\Desktop'certnew cer Browse... I

Example: C:\cenficates\impon cer

<Badk Compite | cancal_|

Step 23:

MNow Assign Services to the Certificate

Wy Contgursten De...

===
Hub Tranepert, et Acc,..  Verson 1.2 (R 247.5)

Exchenge Costifcaes |
[ I I
True T ot & vakd o e
IpMotachbrhangs  Toe  Thecothses
Remene
Opan
= foge <o
=y e
2 e Exchange s
H e
Geen
e
|
LAJ Assign Services to Certificate
I Select Servers Select Services

chrome-extension://mcbpblocgmg fnpjjppndjkmgjaogfceg/fsCaptured.html
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Assign the appropriate services to the cenfficate for your Microsoft Exchange Server.
I Intemet Message Access Protocol (IMAP)
¥ Post Office Protocol (POP)
[J Completion ¥ Simple Mail Transfer Protocol (SMTF)

¥ Intemet Information Services (IIS)

™ Unified Messagng (UM)

[ Select Services
[ Assign Services

b | <Back [ Mee> | come

Now the Server Part is ready
Step24:
Now will learn how to install the Certificate in the Client End

Double Click on the Certificate

Click Install Certificate - Click Mext -

T |
General | Detais | Certfcaten path | -

Welcome to the Certificate Import
Wizard

f Certificate Information

Thes certifcate s mtended for the foowng purpo
* Ensures the identity of e computer This wizard helps vou copy certificates, certificate trust
= yerae m ks, and cerate revocation ks fom you dek fo 3
corifcate stre.
A cerficate, which is issued by a certficaton authonity, 8

of your |
wsed to pratect data or to establsh seaure network
connections. A certificate store is the system anea where:
certiicates are hept.

Issued to: exchange 2010 careenchange.n - il
Tssued by: careexchange-EXCHANGE 20 10CA

Validfrom 2/ 22/ 2012 to 2/ 21/ 2014

Leam more about erificates

e
I

Choose Personal -

Certificate Import Wizard x|

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify alocation for
[ the certificate.

" Automatically select the certificate store based on the type of certificate
@ Place all certificates in the following store
Certificate store:

Personal

Learn more about certificate stores

< Back Next > Cancel

Click Mext And Importwill be Successful

MNow Do the Same Process

Double click on the Certificate

Click Install Certificate - Click Next - Choose Trusted Root Certification Authorities

chrome-extension://mcbpblocgmg fnpjjppndjkmgjaogfceg/fsCaptured.html 9/16
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Certificate Import Wizard : x|

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate stare, or you can specify a location for
the certificate.

" Automatically select the certificate store based on the type of certificate
% Place all certificates in the following store

Certificate store:

Trusted Root Certification Authorities Browse.

Learn more about certificate stores

< Back I Next > I Cancel

Double Click on the Certificate

Click Install Certificate - Click Next - Choose Intermediate Certification Author|

Certificate Import Wizard x|

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

© Automatically select the certificate store based on the type of certificate
@ Place all certificates in the following store
Cerlificate store:

Intermediate Certification Authorities Browse. I

Learn more about certificate stores

< Back Next > Cancel

Step 25:

Before

E =101
1 carcenchamgedn - -+l =) % Ceriicate Eror Slx[Fee  000 |#

s e ] Wieb S
| r——— | | Zp e E) - e Pages Sofetye Toase e

‘I E

1 Duthook Wel App - Windows Internet Explorer

GTA. - e ntes

flexchange:

i Favomes |5 et

After installing the Certificate in the Client

G This s 8 pubk

© This i 8 private

™ Use the ight wersion of Outicak Wb App

Great !t

MNew you learnt how to Use a internal windowes C4 certificate with Exchange 2010

chrome-extension://mcbpblocgmg fnpjjppndjkmgjaogfceg/fsCaptured.html 10/16
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single mom help tarch 19, 2012 at 1109 am

Good blog! 1 really love how it is simple on my eyes and the data are well written. I'm
wondering how I could be netified when a new post has been made, I've subscribed to your
RSS feed which must do the trick! Have a great day!

Reply

tablette graphique bamboo hdarch 22, 2012 a1 7:33 pm

I've recently started aweb site, the info you provide on this website has helped me greatly.
Thankyou for all of your time &work.

Reply

programy partnerskie July 15, 2012 21 9:38 am

HelloThis article was extremely motivating, especially since 1 was investigating for thoughts
on this issue last Tuesday.

Reply
Abdul Simuel July 18, 2012 3t 4:07 pm
I like this web site very much, Its a really nice situation to read and incur information,
Reply
Satheshwaran Manoharan Qctober 17, 2012 5t 257 pm
Thanks Abdul
Reply
programy partnerskie July 18, 2012 5t 9:52 pm

Ilike wihat you guys are up too, Such smartwork and reporting! Keep up the excellent works
guys I?7 |ve incorporated you guys to my blogroll. T think it will improve the value of my site =

Reply

Mauricio Pletz Septernber 21, 2012 5t 7:22 pm

I simplywantto say I am justvery new to blogging and honestly loved youre web page. very
likely I'm going to bookmark your site . You amazingly have exceptional stories, Thanks for
sharing your blog.

Reply
satheshwaran Manoharan Qctober 17, 2012 at 2:57 pm
Thank you Mauricio
Reply
terpercaya October 4, 2012 at 3:58 am

Wow that was unusual. I justwrote an really long comment but after I clicked submit my
comment didnt show up, Grerr.. weell I'm notwriting all that over again, Anyways, just
wianted to say excellent blog!

Reply

Alva Buscarino Qctober 17, 2012 at 4:37 am

You actually make it seem so easy together with your presentation but I find this topic to be
really something that I feel I'd by no means understand, It seems too complicated and very
huge for me. I am looking forward in your next put up. Il attempt to get the hold of it!

Reply

satheshwaran Manoharan Octaber 17, 2012 2t 2156 pm

I have tried my best to make it . As simple Alva
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sommesid |t yol teel you are confused at some point. let me knows. will help you to proceed

further,
Thank you
Reply
Kurt Gargus Qctober 25, 2012 31 3133 pm

Good write-up, I'm regular visitor of one's site, maintain up the nice operate, and It's going to
be a regular visitor for a long time.

Reply

Dinesh Movernber 3, 2012 2t 717 am
Hi.

Itis a very good guide and I appreciate it. I followed your guide but still I receive certificate
error on my client side. the only difference is my Cais on my primary DC. Can you help me!

Reply
. Satheshwaran Manoharan Meweriiber 5, 2012 &t 11:38 priy
I Wthat the is the Cert Error?
4 2 Dowe have Other Exchange Wersions in the Ervironment ?
Reply
Graham Mowernber 13, 2012 at £:49 am

Hi.

It certainly is very comprehensive but unfortunately like Dinesh I also still get a certificate
error. The error report is that “This certificate cannot be verified up to a trusted certification
authority’, when I check using MIMC certificate plug-in the certificate is definitely imported
into hoth the trusted root autherity, intermediate authority and personal stores - T have tried
doingthe import both at user and local computer level for these options. Any suggestions
willl be gratefully accepted - we really cannot afford to go and buy a UCC certificate for this
installation?

Thanks,

Graham

Reply

satheshwaran Manoharan Mowernber 13, 20125t 231 pm
Can you check the Cert?

Issued to : “Vitebmail. Domain.com”

and the URL you browse “Webmail.demain.com/owa"

The above “Issued to"and the URL
wiebmail domain.com
should be the same.

If it differs you will get the error
Reply

Graham Mowernber 14, 2012 at 8:04 am

The certificate shows as issued to mail..conv, issued by -CA& The URL T am
accessing is hitps:w//mail.com/owa i.e. the certificate ‘issued to* domain and
the URL are definitely the same.

Also if T try to connect using Outlook Anywhere (which is our real needy I
get a message saying the security certificate is not frem a trusted certifying
authority, which is pretty much the same error.

Locking in the client certificate stores via MIC the certificate shiows as
Izsued to mail. com, Issued By -CA, valid to 5 Now 2014, Intended purposes
‘server authentication”, no friendly name and template YWebServer”, Itis in
the personal store, the trusted root CAs, the Intermediate Cas and I also, in
desperation, added it to third-party Root Cas. Still doesntwork

Wihere can I look next to get this going? I am happy to uplead or mail the
certificate for you to have a lock at if you want me to. just don't want to
publish on the net for obvious reasons 2.

Tharks,
Graham

Reply
Graham Mowvernber 14, 2012 31844 am

The previous got a bit mangled : to be clear the certificate shows as issued
to mail {domaink.com by an autharity {org-{server}-CA. The URL being
accessed is hitpsiymail{domaink.comdowa .

Reply

Graham Mowernber 14, 2012 31853 am

Thought I should also add that the clients on which I am installing the
certificates are NOT members of the damain to which the server issuing
them belongs. Is this perhaps of relevance?

Reply

satheshwaran Manoharan Mowvernber 14, 201231559 prm

Hi Graham

2 For Outlook Anywhere Self Sign Cert Wior't work. Its by design !
Freply

Graham Movernber 15, 2012 at 1237 am

1, My certificate still doesn'twork for Ot regardless of
whether or not it should work for OA,

2 Itisnta self-signed certificate itis a certificate produced
by an internal CA. The two are different things. The self:
signed certificate is what wee replace with the generated
one in step 23 - you can see in your own image that the
original Microsoft Exchange’ cert is marked in column
‘Self-signed as true and this locally generated ‘Exchange
Cert' one is false’,

3, If it REALLY wont work for OA (and I still believe it
should) then a) what is the point of deing all this as all you
@ain is the ability to not have to ignore the certificate error
to use QWA and b you really need to make the article
much more clear as to what this process is useful for.

Graham Mowernber 15, 2012 at 3:09 am

Re: Qutlook Anywhere and internal CA certificates:

“With regards to S50 certificate support and Gutlook
Anywhere, the certificate type that is not supported is the
certificate that Exchange generates itself using new-
exchangecertificate, A CA issued certificate (whether your
oW or a commercial) is supported.”
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from

http/social technetmicrosoft.comsForumssen-
Ussexchangesvrzgenerallegacysthreadsdbad 7 114-d146-
44ad-8594-c6bSR1ifef1al

Graham Monernber 15, 2012 @t 852 am

In addition [ have now exported the {org-{server}-Ca
fram the Trusted Root CA of the server and imported that
to the Trusted Root CA of the (non-domainy client. Mow
Citaworks as you describe, as there is a path to a trusted
authority. For domain clients they may probably
automatically trust the server as it is in the same domain,

The failure on ©A has also changed - T am now now
seeing an ‘untrusted certificate error, just an issue with
authentication. I will track that down and post the results,

Conclusions so far:

Both ©A and OwiA should wiork with a INTERMALLY
GENERATED certificate, OWd warks with self-signed, OA
doesrt,

The title of this article is wrong - it's not about using a self-
signed certificate but an internal CA one - and it's a very
comprehensive guide to that.

Graham Mowernber 20, 2012 31345 am

Final Update: all working nowi. The authentication issue
appears to have been dowin to switching to Kernel mode
authentication for the various exchange processes at
some point,

So to summarise - this detailed guide works for both Ga,
and OA by using an internal CA certificate, with the proviso
that for non-domain member PCs you need to import the
issuing server’s CA certificate to the Trusted Root CA store,
in addition to the Exchange certificate generated as
described here,

Thanks Satheshwaran for creating this guide initially and
for our exchange (pardon the pun!) regarding the
differences between self-signed and internal CA
generated certificates, I hope the clarification will be of
value to all readers of this blog,

Regards,
Graham

Satheshwarvan Manoharan  Mowernber 20, 2012 3t 507 am

‘¥ou are most welcome !!

satheshwaran Manoharan Mowernber 15, 201231 4:19 prm

Hi Graham,
Hawe Emailed you on this !

Issued by windows CAwill work with Outlook arywhere
But not a Self Sign Cert

Thankyou'!
Reply

adatmentés Movernber 23, 2012 at 10:00 prm

Hithere, I found your web site via Google at the same time as searching for a related subject,
your site came up, it looks great. I've bookmarked itin my google bookmarks.

Reply
Mohammed January 15, 2013 51 449 am
You are very helpfull. Keep doing the good wiork, It inspires the junior admis like me.

Reply
satheshwaran Manoharan January 15, 201331812 am
sure Wil Mohammed. Thank you for your Comments

Reply

adatmentés January 28, 2013 31 1113 prm

Asking guestions are in fact good thing if you are not understanding something completely,
exceptthis article provides good understanding even.

Reply
Satheshwaran Manoharan January 28, 20135t 610 prm
Thank Man !
Reply
Jaison Joseph Samuel January 29, 2013 318:40 prm

Hi Satheshwaran,

Thankyou for sharing the knowledge. 1 was looking for such informative articles. I am trying
all sorts of tests to master the Exchange Server domain in my lab environment.
©Once again Thanksx bro!

Reply
Satheshwaran Manoharan January 30, 2013 315158 am
i3 Thank you for your comments Jaison !
Y ‘You are always welcome !
Freply
Gulab February 1, 2013 2t 1:22 pm

©n step:3 You have domain mail. careexchange.in but the OWA url doesn't point to the same
address. Rather then it's the FQDM of your exchange server, which is not correct.

‘You should be able to login to OWa using https//mail.careexchange.in/owa

Renh
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Gulab Februsry 1, 2013 at 1:23 pm

O step:3 You have domain mail.careexchange.in but the O url doesnt point to the same
address. Rather then it's the FQDM of your exchange server. which is not correct,

Arentyou able to login to hittps#/mail.careexchange.in/owa or you just mentioning the
server fgdn?
You should be able to login to OWA using httpsyymail careexchangedn/owa

Reply

Satheshwaran Manoharan February 2, 2013 at 309 am

Hi Gulab,

I Understand. But the internal URL of my server is the FQDM of my Server. iniHere the
Cert has both the entries,

So both should work right ?

Reply

check website February 12, 2013 at 8:35 am

This unigue material you presents in this article is a top-notch and great matter. Captivating
strategy and also structure in compesition, Keep writing this kind of useful details,

Reply
satheshwaran Manoharan February 15, 2013 2t 331 am
Thankyou !

Reply
yasir February 21, 2013 21 7:28 am
My cert is working on Server but | got an error on client PC...... i have also install to
Personal,Trusted Root Certification Autharities, Intermediate Certification
Authorities......................hut still got an error with internet explarer 9, kindly guide me,

Reply
yasir February 21, 2013 2t 7:45 am
Same the Issue facing like Graham....................email me

Reply

satheshwaran Manoharan February 22, 2013 at 10:30 am
Use MMC and trying importing the Cert and let me knows what happens

Reply

Terence AGius March 5, 2013 216114 am

I have done these steps several times, yet now my exchange does notwaork anymore, Clients
can't connectwith web or outlook. So maybe article is helpful butin my case it set me back to
the dark ages,

Reply

satheshwaran Mancharan March 5, 2013 216118 am

if you have had a Self Signed Cert already. After doing these steps. You have place
the new certin all your devicies.

That's the only situation where connected devices goes disconnected. and That's
the disadvantage of a self signed Cert

Reply

Terence AGius hfarch 5, 2013 a1 10113 am

Thanks for quick reply.

But certificate does not even show on Exchange or in certificates. T confirmed that I do not
have that thumbprint anywhere

So how can I revert back.make a normal self signed certificate and leave things as they were

Reply

satheshwaran Manoharan Warch 6, 2013 at 1:45 am

Goto an old cient, Checkwhat cert you had in the past, If you are using the same
CA, Try using the same Cert, make sure its not expired

]
Reply
Vijay Amirtharaj hdarch 11, 2013 2t 5:00 pr
This is simply superb. . . I love this site =
Reply
, Satheshwaran Manoharan hfarch 12, 2013 2t 4135 am
- Thank you for you comments wvijay
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